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Jira Integration

HOW TO SET UP THE JIRA SYNC IN ALEAS BOARD

Before you start

e Please note that admin rights are required to set up Jira Sync in ALEAS Board.

e Ifyou have any questions, feel free to contact us anytime at support@aleas.li.

1. How to create a WebHook in Jira

1.1 Goto Jira and open the WebHooks menu (Settings > System > WebHooks).
Click the Create a WebHook button.

i §Jira  Yourworkv projectsv Fifersv Dashbosrdsv Teamsv Plansv Apps Q searcn 00O

System settings

System Q Search Jira admin
General configuration

WebHooks + Create a WebtHook @
Troubleshooting and Support
Audit Log
. @ 1o WebHooks are configured.
Security

Project roles

Global permissions

Issue collectors

Automation

Global automation

User Interface

Default user preferences

Default dashboard

Look and feel

Announcement banner

External System Import

Mail

1.2 Goto ALEAS Board and navigate to Settings > Jira.
Copy the WebHook URL.

an easson ()
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1.3 InJira, enter a name for the webhook, ensure the status is set to Enabled, and paste in the

WebHook URL.

System settings

General configuration

Troubleshooting and Support
Audit Log

Security

Project roles

Global permissions.

Issue collectors.

Automation

Global automation

Jird Yourworkv Projectsv Filtersv Dashboards~ Teamsw Plansv  Appsv

System

WebHooks

Search webhooks status
x || Al v

1 webhooks found

status
Enabled  Disabled

uRL*

Q search *0 00

Q Search Jira admin

+ Creato a WebHook @

ot et e Piamew o ceemmates - Amarea - sa—————e -
Wiss\nhsrtace You can use the following additional variables in the URL:
Default user preferences

Default dashboard

Look and feel

Read more
‘Announcement banner
Secret
mportand export
portand expor @  Record your secret somewhere secure. You won't be able to

Backup manager view or retrieve it once the webhook s saved.

External System Import P —
Mail Leave blank for no secret

1.4 Scroll down to Issue related events »> Issue and enable updated and deleted.
Click the Create button at the bottom.

Events
Issue related events

@ This JQL matches all issues in all projects

If you leave the JQL query empty, it'll match all issues from all projects. This means the webhooks we'll send may reveal
sensitive information.
Ignore this warning if that's what you meant to do.

You can specify a JQL query to send only events triggered by matching issues. The JQL filter does not apply to events under the Issue link and
Filter columns.

@ Allissues
Syntax help
Issue Worklog Comment Entity property Attachment Issue link
(O created O created (J created [ created or updated [ created (J created
updated ) updated O updated O deleted () deleted () deleted
deleted O deleted O deleted
Filter
O created
O updated
O deleted
1.5  Your WebHook is now set up.
S Jira  Yourworkv Projectsv Filtersv Dashboardsv Teamsv Plansv Appsv Q search 000

System settings.

General configuration

Troubleshooting and Support

Audit Log

Security

Project roles

Global permissions

Issue collectors

Automation

Global automation

User Interface

Default user preferences

Default dashboard

Look and feel

Announcement banner

Import and export

Backup manager

‘Search webhooks status.
x || a1 ]
1 webhooks found

ALEAS Board EnnBLED
@  WebHook 'ALEAS Board' has been successfully created.

ALEAS Board e

Last updated: 27/F ebj25 10:42 AM by Sonja Hammerer

URL

Secret
Not set

Events

Issue related events
JaL: Allissues

Issue: updated, deleted

Exclude body
No

Transitions
No linked transitions.

Edit  Delete
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2. Setup for Jira OAuth1

2.1 Create an Application Link in Jira

2.1.17  Goto Jira and open the Application Links menu under Jira Apps > Application Links (or in older

versions under Settings > Applications). Click the Create link button.

Personal Jira settings

o General settings

Search (Cul + K)

™ Manage language, time zone, and other personal preferences

C
[ Notification settings

Manage email and in-app notifications from Jira

Jira admin settings
[=} System

Manage general configuration, security, automation, user interface, and more

Jira apps

X3 0

20
B settings,
2 Spaces

Manage space settings, categories, and more
=) Work items

b

Configure work types, workflows, screens, fields, and more

Marketplace apps
Add Jira

Atlassian admin settings
88 User management

Manage users, groups, and access requests

Billing

Update your billing details, manage subscriptions, and more

2.1.2 Create Application Link:
In the dialog box under Application URL, paste the URL of the ALEAS Board instance you are using

(e.g., https://app.aleasboard.com), then click Next.

Create an application link

Link type *
. Existing application tunnel
© Direct application link

Application URL *

2 [ httpsiapp.ateasboard.com

‘You don't have any application tunnels yet. To connect to a self-
managed instance in your network, create a tunnel and then use a
tunneled application link.

Go to application tunnels

B, o

2.1.3 Configure Application URL:

Check the box next to Use this URL, then click Continue.

© ALEAS AG 2026

Configure Application URL

A\ The supplied Application URL has redirected once. Please check

the redirected URL field to ensure this is a URL that you trust.

Entered URL

https://aleasboardinstance.com

Use this URL
Checking this will skip any further validation and use this URL for the link.

New URL"

[Errors/UnHandled
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2.1.4

2.1.5

2.1.6

Review Link (Part 1):
Under Application Name, type ALEASBoard (Note: The name is case-sensitive and must be spelled
exactly like this). Check the box at the bottom for Create incoming link. Click Continue.

Review link

—

Service Provider Name

Consumer key

e Gotothe ALEAS Board and navigate to Settings > Jira. Ensure that the JiraOAuthType (first field) is
setto OAuth 1.

¢ Inthe JiraHost section, enter the URL of your Jira instance (e.g., https://yourjirasite.atlassian.net)
into the Value field.

e Copy the Public Key (by clicking on the button next to JiraPublicKey).

Review Link (Part 2):

In Jira, enter ALEASBOARD under Consumer Key and AleasBoard under Consumer Name.
Paste the public key and click Continue.

(Please note: The names are case-sensitive and must be spelled exactly like this.)

Review link

You are creating a link from
+ lication URL: tlassian.net

Name: Jira
Application: JIRA
To this application:

Application URL:
htps://aleasboardinstance.com

Consumer Key’
ALEASBOARD

Consumer Name'
AleasBoard

Public Key
vvvvvvvvvvvvv Gy T7UVDaEZOmY

DME6PO9ch+RAIIDIT2CXDPIBa
NVJUuxIhv7I6NPAhQIDAQAB
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2.1.7  You have now successfully created an application link.

2.2.1

2.2.2

2.2.3

H UG Yourworke Proectsv Fiersw Dashboardsv Teams Plans  Apps ([ Q searc *000Q

Products

es, and

2.2 Get Jira Configuration in ALEAS Board

Go to ALEAS Board and open the Jira settings (Dashboard > Settings - Jira).
Click the Get Jira Config button. A green “Configuration Successful” message should appear.

ms ALEASBOARD fo} Y= Sonja Hammerer ==+ [

cev aa conric | wee «/  Configuration Successful

Neksls

SESENENEN

You may need to confirm access to Jira first. If the pop-up window “Welcome to Jira” appears, click
Allow, then press the Get Jira Config button again.

Welcome to JIRA

The application AleasBoard would like to have read and write access to your
data on ian.net. The i 1 will be allowed to use your
credentials to authenticate (Sonja Hammerer) as you in the future.

By allowing this, you can use JIRA without storing your JIRA
A password in AleasBoard.

Click here to view or revoke application permissions.

The Jira Sync is now established, and the custom field settings should update instantly.
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3.1

3. Setup for Jira OAuth2
How to create an Atlassian OAuth 2.0 (3LO) App for ALEAS Board

Step 1: Create a new app
Go to https://developer.atlassian.com/console/myapps. Click the button Create to create a new
app. From the app type dropdown, select OAuth 2.0 integration.

A ATLASSIAN Developer Poo

LopEs seAcE
o | Allapps

‘Welcome back Sonja

Select ~

your Forge apps, , snd OAIh 3.

My shared apps ®

My apps @ Create v
Forge app

Search Q  Oistribution staws v @
OAuth 2.0 integration

Apprame Distrbution sats Devsioper (@ Lt upaNsd UTE) e

Space
No apps assigned yet
This Developer Space docsn't apas assigned 1o . You can

create & new 3pp, of assg assigned g9 to a Develeper
Space 10 get starled,

s e iausan coroescaiRDRKIRR- B350

3.2 Enter ALEASBoard as the app name. Review and accept the Atlassian Developer Terms. Click Create.

Create a new OAuth 2.0 (3LO) integration

An app provides API credentials for Atlassian products and services. as well
as features such as OAuth 2.0 (3LO).

Mame *

ALEASBoard

d by Atlassian's developer terms.

m') iCace]

3.3 Step 2: Add Jira APl permissions

In your newly created app, navigate to Permissions. Add the Jira APl to your app.

A ATLASSIAN Developer Po
ALEASBoard Console / Allapps / ALEASBoard / Permissions
OAuth 20 App o
Permissions
= Overview
Add and configure your app’s API scopes. See OAuth 2.0 (3LO) for apps.
& Distribution
Scopes Used
) & Permissions
0
8 Authorization
@ Ssettings © scopes
We recommend that you don't add more than 50 scopes to your app. Use classic scopes to minimize the number of scopes you need. Learm more
Add Marketplace or custom app
APl name Scopesused  Acton
Personal data reporting APl
A o e sccouts o s’ st personsl 6t o 0 Add Documentation
A Useridentity API
Get the tails for the currently logged-in user, such as the Atiassian account ID and email. o Add Documentation
x Confluence API
Get, ipdate, and delete content, spaces, and more. o Add Documentation
# Jira APl
= — o 0 Add Documentation
)
[ Add Documentation
0 Add Documentation
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3.4  Step 3: Configure Jira APl scopes

After adding the Jira API, click Configure.

Scopes
O scop

We recommend that you don't add more than 50 scopes to your app. Use classic scopes to minimize the number of scopes you need. Learn more

APl name Scopes used Action

Personal data reporting API
Report user sccourts that an app is storing persone| data for. o Add

User identity API
Get the profile details for the currently logged-in user, such as the Atlassian account 1D and email, o Add

Confluence API

Get, create, update, and delete content, spaces, and more. o Add
Jira API
Get, create, update, and delete fssues, projects, fields, and more, o Configure

I

Compass GraphQL API
Access to the Compass GraphQL AP| o Add

BRIE API

Create, cancel, and read backup and restore, retrieve and publish cloud detals,

> 0O 4 x >

3.5 Under Jira platform REST API, edit the scopes.

3.6

© Choosing your scopes

Use the scopes recommended in the APl documentation for the features you're using.

Classic scopes  Granular scopes

Jira platform REST API Edit Scopes

R

Add the required scopes (as specified for your integration):

V View lJira issue data
Vv Manage Jira global settings
V View user profiles

V Create and manage issues

Click Save to apply the changes.

Edit Jira platform REST API

To edit your app's Jira platform REST API, make changes to the list below. Learn more about scopes for Oauth 2.0 integrations
o Scopes

Learn more - Dismiss

a 4 selected

View Jira issue data
Read Jira project and issue data, search for issues, and objects associated with issues  read:jira-work
like attachments and worklogs.

Manage project settings
Create and edit project settings and create new project-level abjects (e.g. versions manage:jira-project
and components).

Manage Jira global settings
Teke Jira administration actions (e create projects and custom fields, view
workflows, manage issue link types).

manage: jira-configuration

View user profiles
View user information in Jira that the user has access to, including usernames, email  read:jira-user
addresses, and avatars.

Create snd manage issues
Create and edit issues in Jirs, post comments as the user, create worklogs, and
delete issues.

write: jira-work

Manage Jira webhooks -
manage :jira-webhook

Feten, register, refresn, and Gelete ynamically declared Jira webhooks.

Manage development and release information for third parties in Jira

; i manage: jira-data-provider
Manage development and release information for third parties in Jira.

‘We recommend that you don't add more than 50 scopes to your app. Use classic scopes to minimize the number of scopes you need.

This change will add 4 new scopes and remove 0 scopes  Cancel ﬂh]
R
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3.7 Step 4: Configure OAuth Authorization
Navigate to the Authorization section. Add OAuth 2.0 (3LO) authorization.

A ATLASSIAN Developer

ALEASBoard Console / Allapps / ALEASBoard / Authorization

OAuth 20 App .
Authorization

= Overview
View the authorization configured for your app

«  Distribution

[B Permissicns
Authorization type Action

| 8¢ Authorization QAuth 2.0 (3LO)

Allows your app to access APIs for Atlassizn apps and services on a user's benalf, Add Documentation

@3 Settings

3.8 Inthe Callback URL field, enter the ALEASBoard instance you are using (for example,
https://app.aleasboard.com), followed by /lira/Callback. Then save your changes.

Callback URL Example: https://app.aleasboard.com/lJira/Callback

Console / My apps / ALEASBoard / Authorization
Authorization

OAuth 2.0 authorization code grants (3LO) for apps

Configure OAuth 2.0 authorization code grants to allow your app to access data (within specific scopes) from Atlassian APls on the user's behalf. Learn more about OAuth 2.0 authorization code grants for Jira Cloud and Confluence Cloud.

Callback URLs™

https://board.aleas.li/lira/Callback

Enter up to 30 redirect URIs, one per line

Save change% Discard changes

3.9 Step 5: Retrieve client credentials
Go to the Settings page of your app. Copy the Client ID and Client Secret.

A ATLASSIAN Developer

ALEASBoard Console / Allapps / ALEASBoard / Settings
Ohuth 20 App )
Settings
= Overview
< Distribution General settings
Your app name, avatar and description will appear in your users app directory when you publish your app.
& Pemissions
Name*
& Authorization
ALEASBoard
) €8 Settings
Type
OAUTH 20

Avatar

YN Change avatar

Description

Tell customers what your app does

Authentication details
Use the Cent ID and Secret for authentication, Learn more about OAuth 2.0 ntegrations

Client ID

X0X4F8rTLIcNKc)LaCilurPOjrgdts [u]

Secret
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3.10 Step 6: Configure ALEAS Board

3.11

e Goto Settings - Jira.

e Ensure that the Jira OAuth Type (first field) is set to OAuth2.

e Paste the copied values into the fields “Jira OAuth2 Client ID” and “Jira OAuth2 ClientID Secret”

o asasBOMD () Y=

ceramaconns | veie |

Step 7: Publish the Atlassian OAuth App (Distribution)

customfield 10115

customfield_10119

Finally, you need to publish the app you created so that all users in the organization can use

Jira OAuth 2.

¢ Important: Set the distribution status to “Sharing”.

e Undervendor name, enter “ALEAS AG”.
¢ Pleaseinclude alink to ALEAS AG’s Privacy Policy (aleas.li/en/data-privacy)
e Setthe personal data declarationto “No.”

e Save all changes.

n ALEASBoard Il apps / ALEASBoard
OAuth 20 Ap

Distribution

Distribute your OAuth 2.0 integration by sharing the authorization URLS with users.

DISTRIBUTION STATUS

© Sharing
Not sharing

VENDOR & SECURITY DETAILS

ation will be displayed to your user during installation.

ALEAS AG

Use your own name

httpsy/aleas.li/en/data-privacy

PERSONAL DATA DECLARATION

No v

© ALEAS AG 2026

Edit distribution controls

To enable sharing, provide the required vendor and security d

If you stop sharing your app, this may affect existing app users. To learn more, see Distributi

-10-
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3.12 Step 8: Get Jira Configuration in ALEAS Board

Go to ALEAS Board and open the Jira settings (Dashboard > Settings > Jira).
Click the Get Jira Config button. A green “Configuration Successful” message should appear.

e oasssowo @) = Q@ T

cer A conria | wae | /  Configuration Successful

NNNNENNND

e Ji-APL. (Empty 1 Cloud)

You may need to confirm access to Jira first. If the “Request Access” pop-up appears, make sure to
select the correct JiraHost value in the Use app on* dropdown. (You can find the corresponding value

in the JiraHost field on the ALEAS Board Admin page.) Click Accept, then press the Get Jira Config
button again.

‘\m

ALEASBoard is requesting access to your
Atlassian account.

Use app on
PE

aleasag.atlassian.net v

S InJira, it would like to:
Manage
> jira-configuration
View
> jira-user, jira-work
Update

> jira-work

The Jira Sync is now established, and the custom field settings should update instantly.
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4. User Mapping

To set up the Jira integration, you may need to map your user first. Please note that only ALEAS Board
Group Admins have the necessary permissions.

Go to Settings > Users, search for the user you want to map. (To search for a user, start typing their
name and then select it from the dropdown list.)

Click on the Edit button, then under Jira User, select the corresponding Jira user name and save.

Sonja Hammerer (=

More Information

You can find out more about how to activate Jira for each board, how to import Jira issues and how to
use the Jira IntelliFrame in our Help Center:

> aleas.li/help
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